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tc, ^-^U-v a >7WnT£ft£*£-(±, frnrtafci&Ogtt (<requirement>) timm 

[0 0 8 2] 

Hl4/&>£>H22ODSP2000 £ > H23/$><bll25 £#BB Lt, J^JL 

Tic, #L<iftWi-4o 
10 0 8 31 

i23l±, D S P<DmWmWi<DM*7Fi-fflX~&2>o D S P 2 0 0 0 <Z>lfcgUtiMR2 1 0 iz 
iSV^T, <about_this_policy>h</about_this_policy>i:-eiaitT.7t:|gHco|Sii!i2 1 
1-213 Kf±, D S P 2 0 0 0 *Ilft»!li- *fe*0«»(|fl|«3&*EiE$n*o 
[0 0 8 4] 

<serial_number>RDSP2023</serial_number>^^i-|£i$ 2 1 1 fct±, DSP2000£ 
ffccDD S PtE9Jt4fcAOy U T ^S-^fBiE $ ft& 0 
[0 0 8 51 

' <terminology_applied>RDST9487</terminology_applied>"e^$^l^)fBi£2 1 2lC(i, 
D S P 2 0 0 0 KfcHE-^atf'J ->-M7 7^4 0 0Oy'J T ^#-^*«|EJfi $ ft& 0 ffi 
, COse^'^T'f ;K±M*f$*t*nr^143i***3t4«>, :^DSP 2 0 0 0^*W;y- 

3C(i, <t it le> D0CUMENT-SECURITY-P0LICY</title>^^1"I2^ <fc o X D S P 2 0 0 0 
<D9j h ;K <version>l. 20</version> : l:^i"|£j!E{C J; o T/s— v a <creation_d 
ate>2002/02/18 22:30:24</creation_date>£^1-fe^C X o TfpJ& 0 B# % <creator>Taro 
Tokyo</creator>£7Ki _ fE:i£iill 4 -o TfF$c^i\ <descript ion>sample document security 
po l i cy . </desc r i p t i on> £ m 1" iEi£ (C 4 o T % m & <0 — ft tfj £ »t£'lf #7^1 E$ $ ft & 0 
[0 0 8 6J 

Lt, D S P 2 0 0 0 OfSfeglJIfilti, </about_this_pol icy>H 4 »)^7t4, 
[ 0 0 8 71 

i^DSP 2 0 OOWeBUffifRKSc^T. #U v-0|*|#&<policy><b</policy 

>THin^iEHuiEi£i-*o H2 4fi, d s p omMztsiw-tz tztbrnimmzmi-m 

$) o 

[0 0 8 81 

0 2 4J:$§<i5'f J y-Oflf 2 2 Oli, WTCIft^t -6 «fc n fc, raf««it4:fflv»r 
lE§^"t" •?> o 
[0 0 8 9] 

+°'J ->-<policy>fi, 1tt$:OTy--t*ffiJ^-;Wacc_rule> (SE5E 2 2 1) tM*l£$ft 

& 0 -o<7)T^ -txtlj^);u-;u<acc_rule> (IE&2 2 1) 14, K^r^^> 

* r Z7*'; -<doc_category><h U-^;i/<doc_security_level>^— L (!Ej£2 2 2) 
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, ZbKT ?txmm>) * h<ac\> (IB*E2 2 3 ) ^-o#tf«t -9 K*JftSft* 0 
[0 0 9 0] 

TfJzxmm 1 ) * h<acl> (IB&2 2 3) (i, m$k<VT ? -t^ffim^l' * > h<ace> (IE 
$2 2 4 ) -CUDS S ft 4 o 
[0 0 9 1 ] 

&T ? -tz^mm^ls * y h<ace> (IE$2 2 4 ) (2. *ta 1 1" 4^-- # x ^'J -<us 
er_category> (§E?zE 2 2 5) <b l^' /, <;W<user_security_level> (fBizE 2 2 6 ) £ — Sr^ta 
5eL, $ h\~W$k(T)*s<V-"s a ><operation> (IE$ 2 2 7) "CfllJtlc £ ft £ 0 
[0 0 9 2] 

#<operation> (ffiiE 2 2 7 ) fi, — oco^-^ - -> 3 > %<name> (El 2 2 8) t x 
— o<7)*£jh<denied/> (|Ei£ 2 2 9 ) . i fcti— oo^pToI lowed/> (fBi£ 2 3 2 ) , £ 
£fi*13&<9<requirement> (fBJ£ 2 3 0aO f Ej£2 3 1) -Cfl||ft$ft*o 
[0 0 9 3 ] 

|E$ 2 2 2 Ki5l/»T\ K + a^>FO*f rf'J <doc_category> J ^'-2- ^f(T>ii t~ n*'J - 
<user_category_ levels IB j£ Ltv»4" ANY" (i> ir©*f^'J-, RU\ U^WC&ii 
ffl$fi4;i*^U^4o fEizE 2 2 5 U i o-C^$ft^-^-+P'O^T-n't; -<use 

r_category><7>" DOC-CATEGORY" ti, a-fO*f — 3&* ^ ^ > h <£> * f" - £ 
ffi \L t £ z\ t 

[0 0 9 4] 

:o»J-eii, ^Jk1--l>^^^-v a >K(±<denied/> (IE&2 2 9) Zm7£.1r2>£ 
nlzLX^&tf, D S P 2 0 0 0 tc|EIR$ftTv»4ltfttf 7 * -fcXfiff-nT$ftTv>&v>,l 

[0 0 9 5] 

D S P £iE&1-£ - i: X *) % K^fa^^h^^^y (#-r=f;-. 

T^O J: n v a ^^nrt^O/O^fB^T-i So -f-LTHK. tf> K 4f a > > h 

tZOV^T. i--»f^\ ^-^U-v 3 >75*nT*l** «fc -7 £ p $ & tt ft 

i£&bH:^<7>fr*mW~%&&-r2> Z\ttfX%2> 0 
[0 0 9 6] 

fLt, DSP£. ±m<DX n v V ~7 * - A tcflc?jF L&v>XMLT»fBi£1-& - IC 

* > Mc#LTfc3ffl"C£fcttftl*&<bfcv>fc*!K H3^«blHl 3© > hv^/u 

7r^ 14*^@22©DSP 2 0 0 0 CfEiE LTv»& «t jft K + a> > hi: 

Hti^P-'/a^ (hardcopy, scan& t*) il^t|5 0 
[0 0 9 7] 

^Hj5&^!I < 7) x HI 2 4 t ; CO fHl> J^.T<7)<requirement>expl icit_authorizat ion< 
/requirement>£^1"SE&2 3 1 ri*#£-ta<, Cftfi. [ F * * > h ?> i &mX&&lZ £ 

<owni&)%Wf*ii>mhtitzm&tzii > wi/-^a >£^*ri-&j fc^gft-e** 

SCltCit), ^$^^^^^--> 3 > n > h o-;i/^ ? pr^i: 
[0 0 9 8] 

n h ft tz t L X i> Mik L * Itft tf 4 f> & ^ - v a y t * EglJi" 4 3 1 75 ? -C # 4 
[ 0 0 9 9] 

^oT. D S PKlE*£L&v^3U;J\ <denied/>-CiSjg$ft^*^P-v a >{±W^W 
^l^or^tf e>ftfcfc LTi*jhL4ttfttf*fe&v>*^u-y 3 >x&ho z\tii<z£ V) , 
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lo 1 0 0] 

^k^mM<DDS POgyof£&tf££|H2 6«t4 0 HI 2 5 14, DS P <9ffe<7>|E^$l 
^^i"Iglt:-ab^.o H2 6i:^t* l Jy-Wrt#2 4 0Ii, M&ftXft nTf -2. ^ - v 3 
^jhi-^^-^l^- v s < &o7t:f##t;t4, *^^--> a >rt (I operation 

><allowed/></operation>t v^o 4 9 & AtL^fltit £fE:i£1~ £ Oti$j^S7&*S£v>?)-C\ $$^5 
ftt-Itnli-^^^l/- v 3 >&?iJ#1-&, <allowed_operations>^^-rf5jZl! 2 4 3 <h , It 
oTL^v^^l^--> 3 >&?iJ^-t-&, <denied_operations>£ 7^1-15:$ 2 4 1 %i£m-f %> 
4 n CLt^K 
[0101] 

ifc, <requirement>expl icit_authorization</requirement>^r7^i"|Ej£ 2 4 2(4, HI 
2 4 -TOifclJJJfc |5j&-C&£o 
[0 10 2] 

HI 2 614, _tp£OD S P^^«LE.o@e^Ti-^fI^coS#:^^i- 0 
[0103] 

\>±±.XWLWLtz£ n H2 6ti^$tt^DS P2000(4, XML(Extensib 
le Markup Language) X%^^flX^^> 0 % Lt, lffi!lft7 r -f ^ 
t LTfe^LTiS < d hi?X% & 0 £fz. taixJ4\ ^ 

- K-rV X751> 4 ^ ? 5 2 , 7 l/ + v7^f-f X ? 5 3 , Xf4, CD-RO 

M, CD-R. CD-RW, DVD, DVD-R, DVD-RAM, DVD-RW, DV 
D + RW, DVD + ROJ:oi*f^^ 5 4 ©J: -9 4IE1f«l#*f^flc-rs «! t £ £ 
o -e-om^flU^D S P 2 0 0 0 £n> fc? a-* 5 5 Zfem LT, 7>7h7-^56 

ZftLXXfcmir2> z & a 
[0 10 4] 

COD S P 2 0 0 0 (i, #5e?> A|6jttO-fc*i 'Jr^ *'«J ->-Offij£T-(4& < , 

[0 10 5] 

11 2 7(4, #S&BJ!<D— ^SfcWK^SMflWKJltM P7x7it^^t7D y ?m 

X$>2> 0 HJ2 7 tcis^T, Hffc^JSilfi: 1 OOOli, a > tf a. - ? ic 4 o TW $ 
ItJbot, CPU (^^ii^I) 1 It, ROM (Read-Only Memory) 1 RA 
M (Random Access Memory) 1 3 t , ^FSI§14RAM (non-volatile Random Access Mem 
ory) 14t, 'J7^MA707^ 1 5, ^-f^7F (S&iSS) I/F (Ethernet 

(BMMW) Interface) 2 It, USB (Universal Serial Bus) 2 2 t , IEEE ( 
Institute of Electrical and Electronics Engineers) 1284 2 3 t , ^— Kf-f 9 I 
/ F 2 4 t , x>y>I/F2 5 c, RS-232C I/F26L K7fA*2 7cf 

[0 10 6] 

CPU1 1(4, ROM12Cft«$tLfcyo^9Ai:^otBMJSif 1 00OS-1 
fp-f&o RAM 1 3 H(4, fl!)x_(4\ 4K >9-7*-A 2 1 2 6 KmmZtlhWMK 

mm-hm*) mxbtiZo ^#iii4rami 4ca, mmmmm.\ o o osrww-r**:* 
tec p u 1 1 bzx&mmx&mtem^feflizti&o ^^HA^n^isa, ?ib# 
£ij£it& £ to $-t±- tec p u 1 lciotfffl^w, 

[0107] 

4— (iBiM) I/F2 1K(±, 10BASE-TXI1100BASE-T 
X^^f-t^yh (MM) ffl^ j.-^^-^;U75*«fife$tL-6o USB2 2 
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Kit. U S BAM >9-7 ^-^sr-y^mZWiZti&o IEEE1284 2 3 tC{± > IE 
E E 1284ffl -i ^-7x-At-^*fi?tli„ 
[0108] 

, N _ pf^^I/F24 tCf±, ^- KfV * 9 3 4 * y h 7- ? £t>L 

X ? I /F 2 4 HMTA- K-r-f ^^34 K J&iM £ *l £ o J- > v > I /F 2 5 Kl±, # 
♦ T-'-^^&cfv^T^f^S^^eniliJ^^f ■? "/n -y ? 3 5- 1 &O f ®f£r'- * &tr* 
**^3 5 - 2l§W£M$ft-So RS- 2 3 2 C I/F26CI1, * ^ U - v a > ^ 

[0109] 

liftffM^g 1 0 0 0 tcioT^f^n^^a^^Hi-a^n^^Afi, 0!lx.ii\ CD- 
R0MfWl£fl#3 7CJ:otIflM^tl 0 0 0 KtH££ifx*o BP*>. -fuy^u 
£ *i£SE1&8&# 3 7^F7Y^*2 7 IC-t -y h ^^L^> t . >f 2 7 75 ? |eiS$I#: 3 

-Kf^^3 4(:r/Xh-;^W 0 f LT, 7° n r 9 A rt ? j£if! $ ft £ £ , a- Kf 
^7 3 4 C^>x h-;i/?iir l ;7 , n^7A(:ioTC P U 1 1 75 s f^l^TOt^ 0 
ft, yn^5 A$rt&^-r^ieH«#3 7 t LtCD-ROMCR^tS i>(DX~&% < , a 

[0 110] 

-t^aUr^''] - Kfe-o rMft-f Z>Wi%fZf&mUK'3^^xm 2 8, 12 9 &OTI3 
[0 111] 

[0 112] 

H2 8 LTOiffeMUt lOOOli, IC, 19 SB 7 1 £ 

, Bt*JR (9 fcttflmBB 72L -r * 7 3t, x - * MSB 74t, -r- * 

£H§ ffi 7 5t, *° ~> -HfirSB 1 0 0 1 t , 3E*JR 0 Sftr-*- * 6 1 t , SWr'- H2 

<> 

[0 113] 

£ fc, jK'J *>--£gfT« lOOlli, K*** > b«14J|5tf#«B 101 li, mit^ftMIR 

»ioi2t, mitmmu ioul x.--*rm&m%u 102U zm-t&o K*a> 

> h S1±^t#SB 10 11 (ilfUKU 6 0 j&» & 0 HHtx- * 6 lfrt>V'*x-*>l> 

Ktt*JR»L-C, IfrffcRfMMRSB 1 0 2 l--Ml£n1-&o 
[0114] 

JL-HfJR1t^SBi 0 2 1 ti. a— ifjzj:oTA*$*L^— ^WffSrflSlWi"* 
Sftf^gffrS^SB 10 12 tc3I^ni-^.o ttffcRfHMIWB 1 0 1 2 (i, D S P 2 0 0 0 !: 

ftijttiSKi o i 3ii, tt^o^jKflcn6 o<7)mi$.^-9 Kii-r^r-9^m^m^'t^ 0 

[0 115] 

#'Jy-l6fT«51 0 0 1 &cj3v>-c. *Hr*^$tL^SB^Hov^T^H&LT ii &v> 0 
[0 1 16] 

SB 7 1 fi, gc*flX 0 #:#Jftt#£B 7 2 /$>£>M£ft£ JL-^f £ oT XDZtitz 

tzwi%r-9ii.. m&womm7*-9 6 n:M$n^o mmr--9 6 

Ltz K*a> > hJ5tt£ K*aj* > hJltt^#SB 10 11 tcfi^qf -2>o 
[0 117] 
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<oU7 i t-r-9%km^7 4 t^mzair&o 

[0 1 18] 
[0 119] 

t&mzm&M^tzmmr- ? Mtv>, r*- ? yimztitzmmr- -? zmmr- ? 6 2k* 

[0 12 0] 

r-'-^flflW 5fi, UK^HflSIS 1 0 1 3 ^;i*0$n&lH*£M£-t-J: -9 jc, 
[0121] 

[0122] 

[12 8 K£></>-C, Ijc^fX^Mi: L TOjgftffM^® 1 0 0 0 (2, ^fflO/A- K^^ T 

ft ZttZ-fa?'? ACi !9«^$^-C^^^ 0 
[0 12 3] 

^ /c &Tizmwir&^m<nnifom£^y¥^-?±xnftirz>-7°u?'7^i&, n> 

e^-^tcj; ^fl^tBLBlf^ie'll^HlBa^^, fDmftmlz^ a y M ^- * K«fc 19 

$ft& c t & nrtgr**€)o 

[0124] 

112 9(i, iMLf:DSPOW^tit*)^o ^ft«^:*!)> DSP 2 0 0 0 
SrffiHMLL^D S PtRlfltio HI 2 9 K^Sfi-S D S P 2 1 0 0 K*5V>T, o^ii 
liZ)U—)\s 1 £>;]✓ — ^ 3 ^^i" 0 
[0 12 5] 

A" — /HU\ 12 9<^4frg<7><acc_rule>^£>, ^ 1 0 ftS 0<user_security_level 
>ANY</user_security_level>£ "C<DMfr7kXF^ & 1 Ht g <operat ion>^ h . Hi 4fi : g< 
/operation^ X<DUfrlZ£ OIE&^ft&o 
[0 12 6] 

S 5 ft g <7> <doc_category>ANY</doc_category>(±, x rf'J - {c?5»>5»*> 0 & < 

-A/ 1 rt ? igffl$ft&^ 4: ^^i" 0 
[0127] 

H 6 ft g <7)<doc_securi ty_level>basic</doc_secur i ty_level>(i> ^flFO-fc 3=- jx Uf-f 
l^;M ? basic<7> t # £:7p1"o 
[0128] 

H 9 fr @0<user_category>ANY</user_category>(i, a. — -*f<r>l3 7- n*'J — tC *) & 
[0129] 

Hi 0 <^<user_secur it y_ level >ANY</user_secur it y_ level > fix — -fO-fc^ra. 'J 
[0 13 0] 

MK^l 2ftStmi 3ft gc7)<name>scan</name>S.y ! '<allowed/>(i. K^JROttRf* 
4 < ?pnT£ft£ C t Zfji-fo 
[0131] 

«£ot\ )v-)v\x\i, msfts, mefts, m9fts, mioftB, mi2ftsRi/ 
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» 1 3fr BK«fc <9 > =n; -K 0 & < , ^ftO-fe^-i r >r U^Olstf" basi 

[0132] 

Jfctc, ;u-;U2(±, H2 9 0^4^7 S<7)<acc_rule>^'b, ^1 0 tf g 0<user_security 
_level>ANY</user_security_level>i"C^fiP55-SO% ^1 5 Vf g <operat ion>^ h , ^ 2 
0 fr g </operat ion> £ X*<T>Ufr U X <9 £ *l * o 
[0133] 

H5tT@<7) <doc_category>ANY</doc_category>(±> r n*'J - izfrfrt> <0 < )V 

-* 2 t ^LTi/^o 

[0134] 

H 6 tT@ < 7 ><doc_secur it y_ level >basic</doc_secur it y_ level >(±v ^tlfO-fe ^ jl V -r -f 
l^;M ? basic<7) t § £tf1- 0 
[0135] 

^ 9 fr g <7)<user_category>ANY</user_category>{± > a- — *f(T)i] f- rf'J — H#»7&>t?0 & 
[0136] 

H 1 Offig 0<user_security_level>ANY</user_security_level>(±, J--f<Ot + a '1 

[0137] 

Ml:, mi 6lfg^f>il 9fflo 
<name>net_del ivery</name> 

< r equ i remen t >aud i t </r equ i r emen t > 

<requ i rement >pr i n t_res t r i c t i on</requ i rement> 

< r equ i remen t > t rus t ed_channe 1 </r equ i r emen t > 

lift** Sr^ffl-T * - £J Ogft^m^-t i: § KfrnT $ ft* i <h £tPi)- 0 
[0138] 

ttoT, /W-*2Tli, ^StfB, &61tBx &9frB* f&l 0?tB, ^1 6frB^<b 
& 1 9frBKJ: 19 , Jt^r^'J -tc 0 4 < x -%m<DJz*^ 'Jf-f basi 
c" K(±, i-Hfo*f ^'j -U «9 & < > E.o, i-f(0-t^a'Jf 

- iitiif t^w^tfflt^; t^sfrSrW^i-t §^w=pr$nsc ^^lt 

[0139] 

fit, ;l/-*3l±, HI 2 9 Oi2 4=ffBO<acc_rule>^ib, II 3 0 B 0<user_secu 
rity_level>ANY</user_security_level>£ fO^M^ ^3 1 fr B <operat ion>^ , 
i3 5frB</operation>i-C£>SB5H:: J: (9fE^$tL^ 0 
[0 14 0] 

%2 5fir @<7)<doc_category>ANY</doc_category>(± > f n* 'J - ^^t> •) & v> d 

[0141] 

^2 6 tf B O<doc_security_level>high</doc_security_level>{i, 
[0142] 

i2 9 fr B 0<user_category>DOC-CATEGORY</user_category>(i , J- - *f<7) jj 7- rf 'J - 
[0143] 

H3 Off B<^<user_security_level>ANY</user_security_level>ti^ 3- — *f<r>- 3 c%r jl >J 
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[0144] 

<name> scan</name> 

< r equ i remen t >aud i t </r equ i remen t > 

<requirement>embed_trace_info</requirement> 

[0 14 5] 

tot, ;i/-;i/3-Cfi, ^2 5ft3, m2 6tfg^ ffl 2 9tfS> %?> (Hfg^ 31 3 Iff 
" high" Oif£-Hf±, J.--»f"co^ xn'i; -t5^#ct)^ x ^'U - <!: |WI £ -e £> 19 , :x- 

[0 14 6] 

r/y^tU^ rn^^|Eili-^,c <hj Kf±, f^JRO £^^L*:^-- 

- ? geff Ltzzi.- ^r<DmMr - 9 t * •> F7-^ Ififi^oif m t , M^iz •? *m<n 

■£^7-'- 9 t , f^JjX 19 L /cB# <£o 9 J A X 9 > 7* a 9'!<zm%-f Z>£n^LXi> 

J: v> 0 

[0147] 

[0148] 

±.m<T>m2 9 DTtDS P 2 1 0 0 H^-^T, ^Ux.(i\ -t + a 'J 7- -f 1^;M ? " basi 
[0149] 

high" c7)5:#^l%<^fZ»9 LiU LTv^^Cli> mj&<7>*t^H, Tn^^fe 

& o 
[0 15 0] 

■t+ayf^KW basic" Otl^oiii:, Jtibaj-f-^igf'hFfcv* 
*§£-Kfi N IfrftMflHBl 0 1 3t±, f-*-*MfK7 1 H*tLT, Xmmx&T&n £i£^L 

[0151] 

— ^ x ^jl'Jt -f high" otiwi^J:^:, Wim-t-^^Sft* 1 ***^ 

<r>mffiife%:*mtm'MU 1 o 1 3fcji£ni-& 0 

[0152] 

»f^5^S^eCl 0 1 2(cj:^ifiJBf^*^i-^-CO^^^P^i-c<l: 7 5 ? -e^^v^t £ 
^i-*f^-f±> t&ftWMl 0 13l±> -r-9*i>imU7 4^ttLxr-9*&mzm±-fz>£ 
nlzjgmL, 7-9®MUl 4 ttBE*JR0 ■f-^^SILT^Tt^o ^.--TUtfLTfi 

[0153] 

Klf^SfrS^ffil 0 1 2 K J: SWIWttfc^-r^TOKtt i:^T-#-5 d 
tZTjk-rm&lt, ttf^WWffll 0 1 3-r'-^M§|5 7 4 t:*tLT, tjdfci" «t 
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[0154] 
10 15 51 

^--^'m^m^U 1 0 2 1 11, -*s<\s- 1/ a >/**)VZ 6 7)^11^^ <9 Jg^^tB L/:a 
I DOA^^*^ttSi-o 1^- v 3 >/n°^;u 3 6 frh x.-*? 

I D^A^)i-^o J---*f^t£H3a#3B 1 0 2 1 (±. sL-^fl D^^r-'-^^-x I0 2i:f 

x 10 2 1 nii^ni-^o 

[0156] 

[0 15 7] 

<tf£n, ^--^(±10^6 0 (ommr- ? zwmr- ? 6 2 i*Hcist|#L-c**7i-£o 

[0158] 

) 6 0 zm&wz z tm*-c& & c 

[0 15 9] 
[0 16 0] 

a— 9-'**, MffcJfcJKHH 1 0 0 0 (ZjKJOgjfK 6 0*tyl<L *^P-->a>^^ 
[0161] 

^£*JR0SB7 1 «jt#^>^JRi) K + a^ > hJKt£8tf#BB 1 0 1 1 tt 

fcflbffiU iJT=fi)-, t# a iJf-fl/^t«#U, »ffcBf*S*W& 1 0 1 2 fcSfci 
-*-*<, 

[0 16 2] 

»fl*5?ftj»R« 1 0 1 2 (±, a ^ > h JRt£JR#g& 10 11 LfcK*a>^F 
Mtttc^o-C, DSP2 10 0©WlDtSi>F l J^U S#«-Wtb-f*o 
[0 16 3] 

±i$«7)E12 9 tC^-fD S P 2 1 0 0 H^o*V>T, #lx.fi\ -t^a 'Jf-f WOlstf" basi 
[0164] 

ifc, ±$<7)[H2 9 C/TtDS P 2 1 0 0 tC^o'v^T, tajxJf, ■bta 'j -r <f l^fl/ri* 
" high" OX#Sr^*flX«9 L«fc n t LTv>5*^cii, fflE^Jfc 0 KHg-f LT, T 

n^^iB^i-^i tj t ria»Rrin*««*aic>iitfit(«xtf, ±$<7)ct^&, m^- 

o 

[0 16 5] 

Y 1 7-9^.mm-t2>$k<r>mVr-t3 s , D S P 2 1 0 0 

Liv^^un, o 1 3d, r-rmmmi 5tcj*L"CE«o^*ffv^ 
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10 16 6] 

— #lx(4\ K^j-^ > h £*-y h 7-^^iEMi"^^<7)^#75 ? , D S P 2 1 0 0 1*1 
[0 16 7] 

, Ml6 0Olf|f'-?^igLt^Tt^c -t + a'if^ U^;M ,M high" 

[0168] 

if^ftMai 1 0 1 2 i:i ott^T©3?frS:jfifcti trt ? -C£ & v » £ #ij »r Lfc»£- 
(4, mtMWBl 0 1 3# ? , ^---f (cjl£n£ LT, -r'-^MSIW 4i:*tLt«ffi6 0 
OUHfc-f - «lt^ «t o LT»Tt4, 
[0169] 

1?!)x(4\ lilO-t^rj'Jr^ basic" O^^coj:^:, i"-<T<7)^ft^M^ 

1-.I<hrt ? -C (4, MMMIftffil 0 1 314, -tORff*«|feLfc»t*IR«)4:7*-^«!! 

[0 17 0] 

f LT, i-fltHH^l 0 1 214, *^U-->a 3 6 * 

[0171] 

10 2 114, i-f IDCitSt^^f n'U-, -t^ra'Jf U^^^r^t#L, t&ft^tt 

m$iwi o 1 2i:iat4, n^iiniffifls 1 01314, wftRMwaj 1 0 1 2^^®^$ 

[0 17 2] 

Sjf^tlJ^fU 0 1 3(4, T-9*amn7 4 CJtLT, ft*Ro£:jKm6 0 

fir--- * er«^irtg^^-^(7t<!:x.(4*ADOBE (gitis^) ^ mm±ma^w^ *:PD 

F& if) iZ&m-tZX 7 fcffi^fcfif n o 
[0 17 3] 

ffrffr&JMl 0 1 3 {4, T"-?iiHfSB7 5 KttLTEMf&^Srffv*, 7"-^^ 
{fSB 7 5 14 , jf^-e £ & iHS^SS ( fc x tflPsec^VPNfc if ) * ii C T , Y*j-*VY*^ 
y V 7-y-^S£jf L, l?-T-t--2.o 
[0 17 4] 

^±0 4 0 El 2 9 fc^LfcDS P 2 1 0 0 £f£fflLT, [12 8 K?F L JR 

Lx<omm^mm. 1 ooo#, B/»a*ttofc:fc***-;' 

- ? K SE-^-f -6 £ <h 75 ? -e § & o 
[0 17 5] 

^Hov^HI3 0Tp^t^ o 133 0(4, -b* a 'J -r -f **'J y-Cftotiftt^l?! 
ft LTOMfffM^MO^Mt^^^-ria-e^^o S304>, @2 8 <t PJ^coM^i; 
(4|W|-^^#L^-0^^m^^*lil&i->2, 0 
[0 17 6] 

13 3 0 K*3V»T\ II?gtfc LTOSflM^I 1000-2 (4, [H 2 8 H^-f IHtH? 
1 0 0 0 Of^Jft «5 ^fe^JRWSK 7 2 RVT- 9 miW %m%U 7 3 Oftfc «J Kft^fc 
f^^tfSB 8 It, @28 K3?-*-H«HBJft*« 1 0 0 0 Of- ?i£ff 7 5 ?>ftfc> 0 CftJgy 
^8 2 h ZH-t Z> &IZ&\,*X , @2 8 K^-rHAHBlSM 1 0 0 0 i*4oT^S, 
[0 17 7] 
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LfrL%tfh. mmmmm. 1000 amteMi&mm. 1000-2 mm&\*m%us 
1 fc, epsflass 2 «t ? cisLtu^o ^c«t?^$n*«*i 0 0 2 j± 

[0 17 8] 
[0 17 9] 

£P«|J8I5 8 2(4, ttlMfllttffl 0 1 3^t»^C£i:t, S«r'-^6 2^<b^S^6 

0 ©HHfcr'- * fcJRWU ftftfHIfPft 10 13 d»&«fcl3*ifcBf**»fci-J: n 

Ztitzfe^-m.ffi6 0 b ^tB^i-^)o 
[0 18 0] 

> hJRt£JRf§«& 10 11 t «fJRttIR|»«l 0 2 1 Cov^i^t 

& o 

[0181] 

1 ic^i- Kta^b6 i 0-CI4, 3fSSfi:^-3- K6 l l Tii!#|f fR^ep^$ ftr 
v>J 0 COi^ K^ra^>MttTOl 0 1 1(4, 13 2 1:^^0 1:, &lg%6 0 

[0182] 

H3 2(±, K*^* > hJRttIRI»«w*-«tB#JK«:^i-H-C**o H3 2(C43V>T, 
K + a> > hJR14^f|5 1 0 1 1 - 1 (4, tt8UWff9C#ffi 1031i, K*a* > hJSft 
§E*flX«9g& 1 0 3 2 t, K + a^ M14DB 6 4 t £^-f% 0 
[0183] 

afcSUtil*M5tf*SB 103 1li, & QfrhW^Z li:^§n4K + i^^F6 1 0 0/-? 

-3-K6 1 14-KAJRoT, ttftlfltttJ: LTJRHL, * > b mm^M *) U 1 0 

3 2 izMft-tZo 
[0184] 

K*a> > bmmx&wn^ i o 3 2 a, i o o zmm-tz - tctot, 

«fe»u*«iR»a5 1031 ftfc«ffl«*K*^v»T > Mtt^ML-c 

, i&ffcRfHWRaBi o i 2^m%a-r&o 

[0185] 

K*^-> y MttDB 10 1 1 - 1 (4. -r-y^T 1 0 0 CioT K^fi^ > hJKtt* 
fit^o f-7>T10 0li, ^feSlUf^fc LX K*a^ > h I D, rtxrf'j-, 
, JR*)»v»TiraBV-^^^lSr^r-t--6 0 K*a* > hS14f%^H50£U 0 3 2(4, K* 

[0186] 

:©<t^j:iiiili> /^-n-K, RF I D, MC R^^ffl^i^Ifc •) £§®rt ? B£(3 
[0187] 

[13 3(4, K*a> > hO«80««*»[^t?en^Lfc»^*^i-BlT?**o @3 3C^ 
t K^a^ > h 6 2 Otli, 3f^tfi:S[$6 2 1 xmWIffi #^[1^$ titv^ 0 
£\ K^^> > FJRtiJRWSB 10 1 B3 4 ? &JgCft6 0 t LX<D 

& 4 t;«^$n*o 

[0 18 8] 

113 4(4, v*** y bm&M&u<om-mi&mi&Z7f;i-mx'$>z>o 034*, 1132 
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[0189] 

in 3 4 k&^-c, k*** > vmnm^u ion-211, mmww&u \ o z\t 

% K*i^ > MSttSK*5l«)ffi 1 0 3 2 K*a* y l^ttDB 6 4 t *^-fZ> 

3 2 tc^-r ^ > hJH4^#sp 1011-1 fcratn-e****, ~m%^nu7 1 k 
* <n>m% r-fzymmLx. ocr m<»icwmmm zmmLxmn-r^ztizx^x 
2 KTF-t v**.*> hmnmwui 011-1 tmmx&Zo 

[0 19 0] 

H3 5(1, K^ra^> hOltSiJtf^^Buffi^en^L^^^-^^-tll-e^^o 113 
[0191] 

1 ^SIEPt^ntv^o 
[0192] 

-Old M^ift •) U 7 ICio TM L fzMltr- 9 % O C R ft "Cir^BH 

[0193] 

B3 7I1, K**> ^ hJK14JRW«950*H«ll6fllJ«Sr^-ria-C**e HI 3 7 (Cfev^T, 
F + a^ > M5teJR#8& 10 1 1 - 3 (1, :£3=HWiJfc •? «B 1 0 3 5 t, *fi'J -#»6 

-r 

[0194] 

JL— ifJRttJR^aj 1 0 2 1 Kov>T#j£-t&o 
[0195] 

HI 3 8(1, <fJRttIRI*ffl50«|6flUS«:^i-H-C**o EI 3 8 (C#^T, J--"fJR14 
JRM 1 0 2 1 (1, jl— ftilSMJtfHR 10 4 It, A-HfB|E8P 1 0 4 2 a- HfUft 
«S1 0 4 3 fc , JL-HfJS14DB 6 8 <h £*rl-£ 0 
[0196] 

J--fiilW4Sl 0 4 1 (1, a-fi:J;oTt^l/-->3>A-^^3 6(:A*$tL/: 
■a— *fttffR«rJRftLt\ a— »fBiE«Rl 0 4 2 KM^ho 
[0 19 7] 

a-fBff« 1 0 4 2 (1, JL--9-*JS14D B 6 8 3 C t HI oT, jl— iffltfRU 

tt*JR«)«B 1 0 4 3 H®^oi-^o 
[0198] 

^.-•fJRttDB 6 8 f±, .a.-*fttf#fc LTA— if I D^U7- KO^S^^ft, 
+PlSt£<h LT*f3*'j V^)V^<D^ Zm-tZr-yfrT 2 0 0 HJ: oTJt.— ifJRtt 

[0199] 

a— 9*JKtt«E*flJi »j » 1 04 3d, a— ifnttiuif^sfra^aj i o 1 2 h® 0 

[0 2 0 0] 

*mm-?Z> Z tX\ W i n d o w s (JBliSlI) , LotusNotes ta £'ZW3irZ> 
[0 2 0 1 ] 

hi 3 9d, ^-irmvt* 9m * > < ^ t, m§-t %> m^vmamm *mi-mx&z> 
o 113 9 4", H3 8 bmtikn'iB.mMtzitm—nn^ittL. tm&m*m&i-z>o hi 3 9 
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tz&^X, 3--*fmt!km%Ul 0 1 2-2f±, a-ftf«#|l 0 4 1 tiHIMgGl 
0 4 5 t £^1-&o 
[0 2 0 2 ] 

m&zMimwmiRUi o 1 2ic®^i-^ 0 

[0 2 0 3] 

nU^-^t LX<D3L-*fm&-*)--^8 0fi> ii€*Qs3«&8 5 fc, ^--+FtgiiE£G8 2 £ 
, j--^fmmK^m^)U8 3 i-fltDB6 9i:^ft^o 
[0 2 0 4] 

®lfMa^8 5f±, a-flttMSl 0 2 1 -2t)^(7)^(:£.1:t, jL-^ff^^ 
J.--f©SE«R8 2HiI£fl1-£o 
[0 2 0 5] 

^-•^'ISliEgR 8 2(±, -3--+Hi5t£ D B 6 8 9 W.i"^ -1 1 IC J: o T, jl— **flf IRtCgo* 
[0 2 0 6 ] 

a@MUK8 5(±, J— 9-*JKttSrJL-HfJRtt]|Jl|§S 1 0 2 1 -2KiI&-f£o 
[0 2 0 7] 

#JRttS:lttgiJLrjt#tc|W-rsftLa* f llfir$tL*^:*. * i 'J x * 

[0 2 0 8] 

#!Pg<7>— ^i&0ljH#^®ft^^M 1 0 0 0 14, -?')y9, FAX. ^\£-%f<Dfflfc 

[HIMO^^IfeW] 
[0 2 0 9] 

[i 2 ] K+i^ > h7^^iS7 r -y ;K7>'j ^ h <r>m*7F~$-mx$>z>o 



[113] " 




v — 


m 


my r << )is(DM*7j<-fmx&&o 


[H4] - 




~> — 


m 




[15] - 




> — 


m 


I§-"7 r ;K7)0ij^^-ri-e^^o 


[16] - 


If U 


v — 


m 




[17] - 


K'J 


~s — 


m 




[18] ? 


j? v - 


m 


my r a )i/<DM*7F-tmx$>2> 0 


[19] ? 




~> — 


m 


my 7 -f ;K£>$|£^f 0t*4o 


[110] 


*° 


U v 






[111] 


*• 


v 




mmy r )^<Dm^7^-rmxhho 


[112] 


*° 


-> 




mmy r -r ^co^ij^^i-it"*^.o 


[113] 










[114] 


*° 


-> 




y 7 ^ )v<Dm*7F-tmx3b2> 0 


[115] 


*° 


>; -> 




y 7 4 )v<Dm*7F--fmx$>z> 0 


[116] 


*• 


'J V 




y 7 -f )i/<DW&fF-rm~e$>2>o 


[117] 


*° 


•J V 






[118] 


*• 


v 




77^ ^o^ij^-^-rir^-So 


[119] 


*° 


'J V 




77-f ;k£>1?!|£-7f1-1T'&<2>o 


[12 0] 


sK 


'J V 




77^ -iKDHlJ^^-tl-C^^o 


[12 1] 


*° 


'J V 




77^ )ls<Dffl$:7f;-fmX$>2>o 


[12 2] 


*° 


-> 




y 7 4 )V<DM*7jk-$-mx'$>2>o 



mm&2 003-3082726 



# m 2003-314464 



^-v: 21/E 



[02 

im2 

[12 

[m2 

[132 

[112 8 

[[12 9 
[113 0 



D S P<7>ltSU1fl£<7)^J£^-td-e&<5>o 

d s p^m^^um-t^tz^mi^m^T^-rm^^^o 

D S P<7)'ftfe<7)fejz!i0!l^^-t[l-e^>^ 

DSP ^^fiLE.oie^Ti-^,fl^<7)$^#:^^i-[l-C^^ 0 



[(13 
[H3 
[H3 
[H3 
[(13 
[113 
[13 
[113 8 
[113 9 

o 

[fr^Of^ 
[0210 
1 

2 
3 
4 
5 
6 
1 
2 
3 
4 



zl - *?mn. ztmz *>m*r - / % mn-r %> m^<^mmm £ etc* 



5 
5 
5 
5 
5 
5 
7 
7 
7 
7 

10 0 0 
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1 
1 

2 



0 0 
0 1 
0 1 
0 1 
0 2 



0 0 0 



r? > kf jl — 9 
* -y b 7 - 9 
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<?xml version="l .0" encoding=" SHIFT-JIS " ?> 

<document_label_terminology> 

<about_this_terminology> 

<serial_number>RDSTOOOK/serial_number> 

<title> 

DOCUMENT- LABEL- TERMINOLOGY 

</title> 

<version>l . 00</version> 

<creation_date>2001/12/21 13 : 37 : 18</creation_date> 
<creator>Taro Tokyo</creator> 

<description>saxnple document-label terminology . </description> 
</about_this_terminology> 
<enumerstion> 

312*»^<enum_id>doc_category</enum_id> 
31 3Ny^<enum_name> Document Category</enum_name> 
314>nj— <description>Jt#^7T'^ 0 ^<DMM</descr iption> 
r<item> 

<name>internal_doc</name> 
<description>ttrt— ®3t#</description> 
-</item> 
"<item> 

<name>human_resource_doc</name> 
<description>A< 1 MjiS:#</descripticn> 
^</item> 
-<item> 

<narae>technical_doc</name> 
<description>S^B5iS3t^</description> 
v </item> 
</enumeration> 
<enumeration> 

322^-^<enum_id>doc_security_level</enum_id> 
323**-^ <enum_name> Document Security Level</enum_name> 
324^^<de3cription>3H : 0*ir=^r V 7~ 4 U-<;WaS</description> 
'<item> 

<name>basic</name> 
<description> ; £t^§{</description> 
L</item> 
'<item> 

<name>med i um< / name > 
<description>§J</description> 
.</item> 
"<item> 

<name>high</name> 
<description>$S§J</description> 
.</item> 
</enumeration> 

</document_label_terminology> 



31 5< 



316- 



317^ 



325< 



326S 



327- 
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<?xml version="l . 0" encodiag='*SHIFT-JIS " ?> 

<policy_terminology> 

<about_this_terminology> 

<serial_number>RDST9487</serial_number> 

< tit le> DOCUMENT— SECURITY -POLICY-TERMJNOLOGY< /tit le> 

<version>l . 00</version> 

<creation_date>2 001/12/21 13:37: 18</creation_datc> 
<creator>Taro Tokyo</creator> 

<description> sample policy terminology . </description> 
</about_this_terminology> 



f 



V 



<enumeration> 

<enum_id>systern_type</enum_id> 

< e n um_na me > S y s tern Type < / e num_n ame > 

<description>v'-X , 7' 1*9 << :/<£>fi|S</description> 

<item> 

<name>Copier</name> 

<description>1§^SI</description> 

<ope rat ion>copier_operation< /opera tion> 

</item> 
<item> 

<name>Printer</name> 

<description>^ V ^9 </description> 

<operation>printer_operation</operation> 

</item> 

<item> 

<name>Facsimile</name> 

<description>Z7 y 9 *S % ]) </description> 
< opera tion>f ax_operation</ opera tion> 

</item> 
<item> 

<name>Scanner</name> 

<description>J* 3r-V ~J~</description> 

<operation>scanner_operation</operation> 

< / i tem> 
<item> 

<name>Document Repository</name> 
<description>3tilr V h V </description> 
<operation>repository_operation</operation> 

</item> 

<item> 

<name>E-Meeting</name> 

<description>l?-^v / Xf A</descripti on> 
<ope rat ion>emeeting_ope r at ion</ opera tion> 
</item> 
</enumeration> 
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451 < 



<enumeration> 

<enum_id>copier_operation</enum_id> 
<enum_name>Copier Operation</cnum_name> 
<description>1i^^^K^>5^-^ a ></description> 

<item> 

<name>hardcopy</name> 

<description>^rt*^M^£)'fg^</description> 
<requirement>hardcopy_requirement</requirement> 
</item> 
</enumeration> 
<enumeration> 

<enum_ia>printer_operation</enum_id> 
<enum_name> Printer Operation</enum_name> 
<description>7 P y > # {CMfrZ*^ is— is 3 ></description> 
<itera> 

<name>print</name> 

<description>S : f 3t#^T^^Hl>BlJ</description> 
<requirement>print_requirement</requirement> 
</itera> 
< /enumerations 
<enumeration> 

<enum_id>f ax_operation</enum_id> 
<enum_name> Facsimile Opera t ion </ enum_name> 
<description>7 7 y ? >\ \Z^t>^>st^< is — is a ^</description> 
<item> 

<name>f ax_send</name> 

<description>7r V 9 >\ <£>i£fS</descr iption> 
<requirement>fax_send_requirement</requirement> 

</item> 

<item> 

<name>fax_receive</narne> 

<description> V y y 9 X <D%titf</de script ion> 
<requirement>fax_receive_requirement</requirement> 

</item> 
</enumeration> 
<enumeration> 

<enum_id>scanner_operation</enura_id> 

<enum_name>Scanner Operation</enum_name> 

<description>^^r-^"^^git?5^'<U'^ > > a ^</description> 

<item> 

<name>scan</name> 

<description>^^tS$rX^r-W LT^7-3: : glCi--5</description> 
<requirement>scan_requirement</requirement> 
</ item> 
</enumeration> 
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<enumeration> 
A <enum_id>repository_operation</enum_id> 

<enum_name>Document Repository Operat ion</enum_name> 
<description>^C*y tfi? b ]) f-KJfrS tir^ U — is s >-</description> 
<item> 

<name>store</name> 

<description>{&# : *3~'5</description> 
<requirement>store_requirement</requireraent> 
</item> 
<item> 

<name>revise</name> 

<description>3fe|T • §l3Ri~5</description> 
<requirement>revise_requirement</requirement> 
</item> 
<item> 

<name>delete</name> 

<description>8'Jfi& • fi£3§i~ 5 < /description 
<requirement>delete_requirement</requireraent> 
</ item> 
<item> 

<n ame> r ead< / naine > 

<descr ipt ion>#£^"£~ -5 < /description 
<requirement>read_requirement</requirement> 
</item> 
<item> 

<name>net_delivery</name> 
<de script ion> 

</description> 
<requirement>net_delivery_requirement</requirement> 
</item> 
<item> 

<name>disc_delivery</name> 

<description>-7 ? -< ^^"?ga^J-f S ($ktt~FZ>) </description> 
<requirement>disc_delivery__requirement</requirement> 
</item> 
<item> 

<name>archive</narne> 

<description>T — f) 4 *? • s<y?T y 7 P 'f"5</descr iption> 
<requirement>archive_requirement</requirement> 
</item> 
</enumeration> 
<enumeration> 

<enura_id>emeeting_operation</enum_id> 
<enum_name>E-Meeting Operation-*:/ enum_name> 

<description>'ffl:^#^v'^7 : -iN^H^6^'^< is— is 3 y</description> 
<item> 

<name>meeting use</name> 

<description>^fS^C?fllffli~5></description> 
<requirement>meeting_use_requirement</requirement> 
</item> 
V- </enumeration> 



V 
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<enumeration> 

<enum_id>hardcopy_requirement</enum_id> 
<enum_name>Hardcopy Requirement</enum_name> 
<description>||^l£[gj3 5i[H^</description> 
<item> 

<naine>explicit_authorization</name> 
<description>?^>7NK)^fl : «r</description> 

</item> 

<item> 

<name>audit</name> 

<description>^SHEKt ; C02E^</descript:ion> 
</item> 
<item> 

<name>audit_with_image</name> 

<descript:ion>^^E'ijEf^^'f 7* — v^fa £ !££fc< /de scrip Lion> 

</item> 
</enumeration> 
<enumeration> 

<enum_id>print_requireraent</enum_id> 

<enum_name> Print Requiretnent</enum_name> 

<description>Pf7^tJScKt?^S : ft 1 </description> 

<item> 

<name>explicit_authorization</name> 
^escription^^^frf* ~mT (*Jj/Sf£J&g) </description> 

</item> 

<item> 

<narae>audit</name> 

<dGscription>S3SilE^CDf[i^</descriptiion> 
</item> 
<item> 

<narrte>audit_with_image</name> 

<description>ES£lEW0>-Y J —* v ? f+#fS^</description> 
</item> 
<item> 

<narae>private_access</name> 

<description>^y > b Ufl^At^ i: ^iKttJ^</description> 
</item> 
<item> 

<name>trusted_channel</name> 
<description> 

mm*\*>v<D*\m (man*— 

</description> 
</item> 
<item> 

<name>embed_trace_info</name> 
<description> 

r^y >VTV h^ilJW«»SftiX^. 7-</K K) 

</description> 
</item> 
</enumcration> 
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<enumeration> 

<enumid> fax__send_requirement</enum_id> 

<enum_name> Requirement on Sending Fax Message</enum_name> 

<description>^T 9 ^ ^liH^H^b -5 Sf1 l </descr iption> 

<item> 

<name>explicit_authorization</name> 
^escription^^^/^gf (ftlJBMK) </descr iption> 

</item> 

<itera> 

<name>audit</name> 

<description>SSSEW^)ffl®:</description> 
</item> 
<item> 

<name>audi t_wi^h_ image < /name > 

<description>l£^tiEStfM * v?##?fif£</description> 
</item> 
<itera> 

<name>destination_restriction</nanie> 

<description>^!3fe©JRfi</description> 
</item> 
<itera> 

<name>pr ivate_mode</name> 

<description>SUi^— K"C<7>i^{a</description> 
</item> 
<itern> 

<name>trusted_channel</ name> 
<description> 

</description> 
</item> 
<itera> 

<name>embed_trace_inf o< /name> 
<description> 

</description> 
</item> 
<item> 

<name>non_repudiation</name> 

<description>f5SB£-Lt (3£fl?fiE0>3tff}) </description> 
</itero> 
</enumeration> 
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<enumeration> 

<enum_id>fax_receive_requirement</enum_id> 

< en um_n a me > Requirement on Receiving Fax Message</enum_name> 

<description>^ T V 9 ^gfa^BSfr £||#</description> 

<item> 

<name>audit</ name> 

<description>^ : S|iES^>f^</description> 
</item> 
<item> 

.<name>audit_with_image</name> 

<description>i£^SEHt:<7)-l' * — fd^</description> 
</item> 
<item> 

<name>private_access</name> 

<description>SJg^ r y 9 * <D%9tfcMZ X *) ttS L</description> 
</item> 
<item> 

<name>trusted_timestamp</name> 
<descrip-ion>ff!fg^>f J*^& > / ^</description> 

</item> 

<item> 

<name>embed_trace_info</nam€> 
<description> 

§fi7 7 ^7i \z&wffimm&j2<* (»a>u /*-=i— k) 

</descript ion> 

</item> 
</enumeration> 
<enumeration> 

<enum_i d> scan_requi remen t< / enum_id> 

<enum_name>Scan Requirement</enurn_name> 

^escription^^v^llJbafif* («# Ufctt^ov^TfiflfeflFBffSriBffl-rS) 

</description> 
<item> 

<name>explicit_authorization</name> 
<description>W^WfcfT"5T (flJfflSJBR) </description> 

</item> 

<item> 

<name>audit</name> 

<description>gi^|iEKF<30|S^</description> 
</item> 
<item> 

<name>audit_wit.h_image</naine> 

<description>^^*SES^^ /■ aB$^</description> 
</item> 
<item> 

<name>embed_trace_inf o</naine> 
<description> 

^^■y^H*Kiia»flMB«lfta* M*U 7-</K K) 
</description> 
</item> 
</enumeration> 
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/" <enuraeration> 

<enum_id>store_recuirement</enum__id> 
<enum_name> Store Requirement</enum__name> 
<description>(^ ; f^|C^^'6^f1 t </description> 
<item> 

<name>explicit_authorization</name> 
<description>^^#J&i^F"T (? [ Jfflr6(IBI) </description> 
</item> 
<item> 

<name>audit</name> 

<description>g£S|iEKl ; ^Of2^</description> 
</item> 
<item> 

<name>encryption</name> 

<description>'K#T : '— 9 ORf-*Hfc;</description> 
</itera> 
<item> 

<name>integrity_protection</name> 
<description>{¥:^rx— 9 £>3fe eA/f&!|[< /description 
</item> 
</enumeration> 
<enumeration> 

<enurn_id>revise_requirement</enum_id> 
<enum_name> Revise Requirement</enum_name> 
<description>3fcfT{3lBS^'5^ : ff : </description> 
<item> 

<name>explicit_author ization</name> 
<description>K^#jftyF*J (?lJfflr&JPS) </descr iption> 
</item> 
<item> 

<name>audit</name> 

<description>^5SB03 ; C03ii^</descr iption> 
</item> 
<itera> 

<name> vers ion ing</name> 

<description>^^—> ? a ^WS</description> 
</item> 
V. </enumeration> 
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<enumeration> 

<enum_id>delete_requirement</enura_id> 
<enura_name>Delete Requirements /enumname> 
<descriptio^>ffl^ • R9*3 3 gft</descr iption> 

<item> 

<name>explicit_authorization</name> 
<description>OT^K?^rF"^ OftJfflrfclRS) </descr iption> 

</item> 

<item> 

<name>audit</name> 

<description>S^td:©! : CO|S^</description> 
</item> 
<item> 

<name>audit_with_image</name> 

<description>S&fiE®i ; ^>-l' * — £1£^</descr iption> 
</item> 
<itera> 

<name>complete_erase</name> 
<description>^4k^±</description> 
</item> 
</enumeration> 
<enumeration> 

<enum_id> r ead_r equ i r ement< / enura_i d> 
<enum_name>Read Requirements /enum_name> 
<description>#^^B8fe5Sft : </description> 
< item> 

<name>explicit_authorization</name> 
<description>^j^W^ffMl (^Jfflf&JRg) </description> 

</item> 

<item> 

<name>audit</name> 

<de s c r ip t i on > l£S MM <Z> |2^< / de scription> 
</item> 
<item> 

<name>edit_restriction</ narne> 

<description>i^^^ltO^— ^CD^#MIfpI</description> 
</item> 
<item> 

<name>print_restriction</name> 

<description>^fi^ih^-r--^^^#^tTpI</description> 
</item> 
<item> 

<name>location_restriction</name> 

<descr iption>#fia^3?PfiS:C0x — 9 (Dfr&Mff *J</descript ion> 
</ item> 
<item> 

<name>user_restriction</name> 

<description>^.- If W^<Ov ! —9 GO^#Rgfft RT</description> 
</item> 
</enumeration> 
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<enumerat ion> 

<enum_id>net_delivery_requirement</enum_id> 
<enum_name>Delivery via Network Requirement</enum_name> 
<description>^^ K!7 — ^ fi2{3 (^S) g8*> £ ^{'|-</description> 
<item> 

<name>explicit_authorization</name> 
<description>fB>T<^J^^Fpf (flJfflr&JIS) </description> 

</item> 

<item> 

<name>audit</name> 

<de scr ip t i on> i£ j^EBEKF £>ffigfc< / de s c r ip t i on > 
</item> 
<i-tem> 

<name>audit_with_image</name> 

<description>S£ME5EJ5&tf>>f ^ — v^#ffi$i</description> 
</item> 
<item> 

<name>trusted_channel</narae> 
<description> in M ^ ^ ^ ^ (O m HI (iSfa^— 
</description> 
</item> 
<item> 

<name>destination_restriction</name> 

<description>^i5tffeiJPfi (#llH<D&Mi!,i§ njfgft if ) </description> 
</item> 
<itera> 

<name>edit_restriction</narae> 

<description>J^^^ihc^x^^CO^IBfft ? FoI</description> 
</item> 
<it.em> 

<name>print_restriction</name> 

<description>^fty^Jl:CO^— ^(D^ffifI|^Wf</description> 
</item> 
<item> 

<name>location_restriction</name> 

<description>#RS^0fRS>£^ , r^^ (DfrgiiSff Rl</descr ipt ion> 
</item> 
<item> 

<name>user_restriction</narae> 

<description>^. — I^Pfijgc^^— ^ <7}^Ef9I^^< /description 
</item> 
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<enumeration> 

<enum_id>disc_delivery_requirement</enum_id> 
<enum_name>Delivery via Disc Requirement</enum _name> 
<description>r f -r ^^52^ iSktt) ^Bfl:b<5 gft</description> 
<item> 

<name>expl icit_authorization</name> 
<description>^^#j/c£!fr *J (ft|/fl$fJPfi) </description> 

</item> 

<it.em> 

< n ame > a udi t < / n arae> 

<description>^SEH©lF^)fri^</description> 
</item> 
<itexn> 

<name>audit_with_image</narae> 

<description>i£:6tiEI$0>>f * — ffiifc</descr iption> 

</item> 
<item> 

<name>encryption</naine> 

<description>i£tt:r 9 <^fls^Hb< /description 
</itera> 
<item> 

<naroe>integrity_protection</name> 

ription> 

</ i tem> 
<item> 

<name>edit_restriction</name> 

<description>$l^ilihCOT f — ^ ^^i^ttfT »J</description> 
</item> 
<item> 

<name>print__restriction</name> 

<description>^J^J^Jh^X^^^^i^#lf »J</description> 
</item> 
<item> 

<narae>location_restriction</name> 

<description>#^J^3fRS^COy^— ^ CO^-i^ftfiF^/de script ion> 
</item> 
<itera> 

<name>user_restriction</name> 

<description>^-— if PKS^X — ^<7>^x£tt!*F *J</description> 
</item> 
</enuraeration> 
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<enumeration> 

<enum_id>archive_requirement</enum_id> 
<enum_name> Archive Requirements /enum_name> 

<description>T — 4 rf • s<y&T y :/^H:b§if #</description> 
<item> 

<name>explicit_authorization</name> 
<description>K*W*fff Pi (ftfflMR) </descr iption> 

</it:em> 

<item> 

<name>audi t</narae> 

<description>^3E|iE®f^|E^</description> 
</item> 
<item> 

<name>encryption</name> 

<description>7- # >f rZ-r — ^ <DBjHHb< /description 
</item> 
<item> 

<name>integrity_protection</name> 

<description>T — 9 <Di£ ^A/!%^</descr iption> 
</item> 

</enumeration> 

<enumeration> 

<enum_id>meeting_use_requirement</enum_id> 
<enum_name>Meeting-use Requirement</enum_narae> 
<description>^^^O^Jffl{CBai3^M^</description> 
<item> 

<name>explicit_authorization</name> 
<description>W*MfcfFPl (fUfflMK) </description> 

</item> 

<item> 

<name>audit</name> 

<description>SiS£ScOf£^</description> 
</item> 
<item> 

<name>audit_with_image</name> 

<de3cription>^jS|tEi^<Z)-< — ?c!fe</descr iption> 

</itera> 
</enumeration> 
</policy_terminology> 



W3E# 2003-3082726 



mm 2003-314464 



14/ 



[HI 4] 



2000 



<?xml version="L(T encoding^SHIFT-JlS" ?> 
<document_securi ty_pol i cy> 
<about_this_policy> 

<serial_number>RDSP2023</scrial_number> 

<terminology_applied>RDST9487</terminology_applied> 

< ti t le>DOCUMENT-SECURITY-POLICY</t i 1 1 c> 

<version>l. 30</version> 

<creation_date>2002/02/18 22 : 30:24</creation_date> 
<creator>Taro Tokyo</creator> 

<description>samplc document security pol icy. </descr iption> 
</about_this_policy> 



<acc_rule>--^201 1 

{<doc_category>ANY</doc_category> 
<doc_secur i ty_level >basi c</ doc_secur ity_leve 1> 



<acl> 

<ace> 

201 ^ user _ ca t e g°**y>ANY </ user_category> 

\ <user_security_level>/VNY</user_security_level> 



<operation> 

<name>hardcopy</name> 

<allowed/><! — allowed without any requirement — > 
</operation> 
<opcration> 

<name>pr i nt</name> 

<allowed/><! — allowed without any requirement — > 
</operation> 
<operation> 

<name> f ax_scnd</name> 

<requirement>audit</requirement> 

<requireroent>explicit_authorization</requirement> 
</operation> 
<operation> 

<name>fax_receive</name> 

<allowed/><! — allowed without any requirement — > 
</operation> 
<operation> 

<name>scan</name> 

<allowed/><! — allowed without any requirement — > 
</operation> 



2001^^<policy> 
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<operation> 

<name>s Lore</namc> 

<allowed/><! — allowed without any requirement — > 
</operation> 
<operation> 

<name>revi se</name> 

<allowed/><! — allowed without any requirement — > 
</operation> 
<operation> 

<name>delete</name> 

<allowed/><! — allowed without any requirement — > 
</operation> 
<operation> 

<name>read</ name> 

<allowed/><! — allowed without any requirement — > 

</operation> 

<operation> 

<name>net_del ivery</name> 

<requiremcnt>audi t</requircmcnt> 

<requirement >expl i c i t_author izat ion</requ i rement> 

<requirement>print_restriction</requirement> 

<requirement>trusted_channel</requirement> 

</operation> 

<operation> 

<name >d i sc_de 1 i very </ name> 
<requirement>audi t</r<*qmrement> 

<requirement>explicit_authorization</requirement> 
<requirement>print_restriction</requirement> 

</operation> 

<operation> 

<name>archive</name> 

<allowed/><! — allowed without any requirement — > 
</operation> 
<operation> 

<name>mecting_use</ name> 

<allowed/><! — allowed without any requirement — > 
</operation> 
</ace> 
</acl> 
</acc_rul e> ^"^201 2 
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<acc_rule> 
2023 



-2021 



f <doc_category>ANY</doc_category> 
I 



2027 



{ 



<doc_securi ty_l cvcl >medium</doc_security_level> 
<acl> 

<ace> 

<user_category>DOC-CATEGORY</user_catcgory> 
<user_security_level>ANY</user_security_level> 
<operation> 

<namc>hardcopy</ name> 
<requirement>audit</requirement> 
<requirement>embed_tracc_info</requirement> 
</operation> 
<opcration> 

<name>print</name> 
<requirement>audi t</requirement> 
<requirement>embed_trace_info</rcqu3rement> 
</operation> 
<operation> 

<name>f ax_send</ name> 
<denied/> 

<!— denied even if it is explicitly authorized — > 
</operation> 
<opcration> 

<name>fax_receive</name> 

<allowed/><! — allowed without any requirement — > 
</operation> 
<operation> 

<name>scan</name> 
<requirement>audi t</requi rement> 
<requireraent>embed_trace_info</requirement> 
</operation> 
<operation> 

<name>store</name> 

<allowed/><! — allowed without any requirement — > 
</operation> 
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<opcration> 

<name>revise</name> 

<allowed/><! — allowed without any requirement — > 
</operation> 
<operation> 

<name>delete</name> 

<allowed/><! — allowed without any requirement — > 
</operation> 
<operation> 

<name>read</name> 

<requirement>audit</requirement> 

<requirement>print_restriction</requirement> 

<requirement>location_restriction</requirement> 
</opcration> 
<operation> 

<name>net_del i very</ name> 

<requirement>audit</requirement> 

<requiremont>expl ici t_authorization</requircment> 
Requirement >print_restriction</requirement> 
Requirement >trusted_channel</requirement> 

</operation> 

<operation> 

<name>d i sc_de 1 i very </ name> 
<rcquiremcnt>audi t</ requirement> 

<requirement>explici t_authorizat ion</requireraent> 
<requirement>print_restri ction</requi remont> 

</operation> 

<opcration> 

<name>archi ve</name> 

<allowed/><! — allowed without any requirement — > 
</operation> 
<operation> 

<name>meet ing_use</ name> 

<allowed/><! — allowed without any requirement — > 
</operation> 
</ace> 
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<ace> 

2Q2g/^ user - ca tegory>ANY</user_category> 

l<user_security_level>ANY</user_security_level> 
<operation> 

<name>hardcopy </ name> 
<dcni cd/> 

<! — denied even if it is explicitly authorized — > 
</operation> 
<operation> 

<name>print</name> 

<denied/> 

<! — denied even if it is explicitly authorized — > 
</operation> 
<operation> 

<name>fax_send</name> 

<denied/> 

<! — denied even if it is explicitly authorized — > 
</operation> 
<operation> 

<name>f ax_recei ve</ name> 

<denied/> 

<! — denied even if it is explicitly authorized — > 
</operation> 
<opcration> 

<name>scan</ name> 

<denied/> 

<! — denied even if it is explicitly authorized — > 
</operation> 
<operation> 

<name>store</ name> 

<denied/> 

<! — denied even if it is explicitly authorized — > 
</operation> 
<operation> 

<name>revise</name> 

<denied/> 

<! — denied even if it is explicitly authorized — > 
</operation> 
<operation> 

<name>delete</name> 

<denied/> 

<! — denied even if it is explicitly authorized — > 
</operation> 
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<operation> 



<name>read</name> 

<requireraont>cxp1 ici t_authori zation</requirernent> 
<requirement>audit</requirement> 
<requirement>pr int_restr i ct i on</rcqui rcmont) 
<requircraent>location_rcstriction</requirement> 

</operation> 

<operation> 

<narae>net_del i very</namo> 
<denied/> 

<! — denied even if it is explicitly authorized — > 
</opcration> 
<operation> 

<name>disc_del ivery</name> 

<denied/> 

<! — denied even if it is explicitly authorized — > 
</operation> 
<operation> 

<name>archi ve</name> 

<denied/> 

<! — denied even if it is explicitly authorized — > 
</operation> 
<operation> 

<narae>meeti ng_usc</name> 

<denied/> 

<! denied even if it is explicitly authorized > 
</operation> 



<doc_securi ly_level>high</doc_securi Ly_level> 
<acl> 

<ace> 

2037 i <"ser_category>DOC-CATEGORY</user_category > 

1 <user_secur i ty_l evcl >ANY</user_securi ty_level > 



<operation> 

<name>hardcopy </ name> 
<deni ed/> 

<! — denied even if it is explicitly authorized — > 
</operation> 
<operation> 

<narae>print</name> 

<requi rement>expl i cit_author i zat ion</requi rement> 
<requirement>audit</requirement> 
<requirement>pri vate_access</requirement> 
<requirement>trustcd_channel</requirement> 
<requirement>embed_trace_info</requirement> 
</operation> 



</ace> 



</acl> 
</acc_rule> 
<acc_rule>^ 



-2022 
2031 
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<opcration> 

<name>fax_send</nanie> 
<denied/> 

<! — denied even if it is explicitly authorized — > 
</operation> 
<oporati on> 

<name>fax_receive</name> 

<allowcd/><! — allowed without any requirement — > 
</operation> 
<operation> 

<name>scan</name> 

<denied/> 

<! — denied even if it is explicitly authorized — > 
</operation> 
<operation> 

<name>store</ name> 

<requirement>audit</requirement> 

<requirement>encryption</requirement> 

<requirement>±ntegri ty_protection</requirement> 
< /opera tion> 
<operation> 

<narae>revi se</name> 

Acquirement >versioning</requirement> 
</operat ion> 
<operation> 

<name>de] cte</name> 

<requirement>complete_erase</requirement> 

</operation> 

<operation> 

<name>read</ name> 
<requirement>audit</requirement> 
<requirement>pri nt_restr i ct i on</requi rement> 
<requirement>location_restriction</requirement> 
<requirement>user_restriction</requirement> 

</operation> 

<operation> 

<name>net_de 1 i very</ name> 
<denied/> 

<!— denied even if it is explicitly authorized — > 
</operation> 
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<opcration> 

<name>d i sc_de 1 i vcry</ name> 
<requi rement>audi t</requirement> 
<requirement>expl i ci t_authori zat i on</requ irement> 
<requireroent>encrypt ion</requirement> 
<rcquireraent>print_restriction</requircmcnt> 

</operation> 

<operation> 

<name >arch i ve</name> 
<requirement>encryption</requirement> 
<requirement>integri ty__protection</requirement> 

</operation> 

<operation> 

<name>meeting_use</name> 

<requircmcnt>cxpl i ci t_author ization</requiretnent> 
</operalion> 



<oporation> 

<name>hardcopy</name> 
<denied/> 

<! denied even if it is explicitly authorized — > 
</operation> 
<operation> 

<name>pr i n t </name> 

<denied/> 

<! — denied even if it is explicitly authorized — > 
</operation> 
<operation> 

<naroe>fax_send</name> 

<denied/> 

<! — denied even if it is explicitly authorized — > 
</operation> 
<operation> 

<name>f ax_recei ve</name> 

<denied/> 

<! — denied even if it is explicitly authorized — > 
</opcration> 
<operation> 

<name>scan</name> , 

<denied/> 

<! — denied even if it is explicitly authorized — > 
</operation> 



</ace> 
<ace> 
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<operation> 

<name>storo</name> 
<denied/> 

<! — denied even if it is explicitly authorized — > 
</operation> 
<operation> 

<name>revise</name> 

<denied/> 

<! — denied even if it is explicitly authorized — > 
</operation> 
<opcration> 

<name>de lete</ name) 

<dcnicd/> 

<! — denied even if it is explicitly authorized — > 
</operation> 
<operation> 

<name>read</name> 

<requirement>expl ici t_author i zat i on</ requi rement > 

<requiren)cnt>audit</requireraent> 

<requirement>print_restriction</requirement> 

<requirement>location_restriction</requirement> 

<requirement>user_restriction</requirement> 

</operation> 

<operation> 

<name>net_delivery</name> 
<denied/> 

<! — denied even if it is explicitly authorized — > 
</operation> 
<operation> 

<name>disc_delivery</name> 

<denied/> 

<! — denied even if it is explicitly authorized — > 
</operation> 
<operation> 

<name>arch i ve</ name> 

<denied/> 

<! — denied even if it is explicitly authorized — > 
</operation> 
<operation> 

<name>meet ing_use</name> 

<denied/> 

<! — denied even if it is explicitly authorized — > 
</operation> 



2002 



</ace> 
</acl> 
</acc_ru 1 e>>-r^ 2032 
</policy> 

</document_security_policy> 
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<policy> 
221— r>< acc _rule> 

<doc_category>ANY</doc_category> 

<doc_security_level>medium</ doc__security_level> 

223-^ a cl> 

224— r>< ace > 

225— /^user_category>DOC-CATEGORY 

</user_category> 
226 -s-r-x: u s e r _s e c u r i t y_l e v e 1 > AN Y 
</user_security__level> 

227 

228 vJN:name> f ax_s end</name> 
229— r^<denied/>< ! — denied even if it 

is explicitly authorized — > 
</operation> 
227— ^N:operation> 

<name>net_del ivery </name> 
*<requirement>audit 
</requirement> 
:requirement> 

explic reauthorization 
</requirement> 



230* 



</operation> 
227— rxoperation> 

<name>fax_receive</name> 
232— rxallowed/x i -allowed 

without requirements — > 
</operation> 

</ace> 
<ace> 



221 



</ace> 

</acl> 
</acc_rule> 
s <acc_rule> 

<doc_category>ANY</doc_category> 

<doc_security_level>high</doc__security_level> 

<acl> 



</acl> 
</acc_rule> 
</policy> 
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<policy> 

<acc_rule> 

<doc_category>ANY</doc_category> 

<doc_security_level>medium</doc_security_level> 
<acl> 

<ace> 

<user_category>DOC-CATEGORY</user_category> 

<user_security_level>ANY</user__security_level> 
241-xoT^<denied_operations> 

<! — denied even if it is explicitly 
authorized — > 

<name>f ax_send</name> 
</denied_ope rat ions > 
<operation> 

<narne>net_delivery</name> 
<requirement>audit</requirement> 
242^-r^< re quirement>explicit_authorization 
</requirement> 

</operation> 
<operation> 

</operation> 
243->-r^<allowed__operations> <!-- allowed without 

requirements — > 
<name>fax_receive</ narne> 
<name>store</name> 

< /a llowed_ope rations > 
</ace> 
<ace> 

</ace> 

</acl> 
</acc_rule> 
<acc_rule> 

<doc_category>ANY</doc_category> 

<doc_security_level>high</doc_security__level> 

<acl> 

</acl> 
</acc_rule> 
</policy> 
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